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Disclaimer

The following documentation, compiled by N.A.T. GmbH (henceforth called N.A.T.),
OAPOAOGAT 6O OEA AOOOCAT O OOAOOO 1T A&# OEA DOITAOD
updated on a regular basis. Any changes which might ensue, including those
necessitated by updated specifications, are considered in the latest version of this
documentation. N.A.T. is under no obligation to notify any person, organization, or

institution of such changes or to make these changes public in any other way.

We must caution you, that this publication could include technical inaccuracies or
typographical errors.

N.A.T. offers no warranty, either expressed or implied, for the contents of this
documentation or for the product described therein, including but not limited to the
warranties of merchantability or the fithess of the product for any specific purpose.

In no event, will N.A.T. be liable for any loss of data or for errors in data utilization or
processing resulting from the use of this product or the documentation. In particular,
N.A.T. will not be responsible for any direct or indirect damages (including $b profits,
lost savings, delays or interruptions in the flow of business activities, including but not
limited to, special, incidental, consequential, or other similar damages) arising out of the
use of or inability to use this product or the associated@tumentation, even if N.A.T. or
any authorized N.A.T. representative has been advised of the possibility of such
damages.

The use of registered names, trademarks, etc. in this publication does not imply, even in
the absence of a specific statement, that sbh names are exempt from the relevant
protective laws and regulations (patent laws, trademark laws, etc.) and therefore free
for general use. In no case does N.A.T. guarantee that the information given in this
documentation is free of such thirdparty rights.

Neither this documentation nor any part thereof may be copied, translated or reduced to
any electronic medium or machine form without the prior written consent from N.A.T.
GmbH.

This product (and the associated documentation) is governed by the N.A.General
Conditions, Terms of Delivery and Payment.
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Glossary

UTCA
AMC
ATCA
BPDU
EAPOL
12C
KCS

LAGMaster

LAN

LED ID

LUN

MAC

MCH

NMCH

OEM
OperableSwitch
TCP

UDP

Micro TCA (= MTCA)

Advanced Mezzanine Card

Advanced Telecom Computing Architecture
Bridge Protocol Data Unit

Extensible Authenticaton Protocol over LAN
Inter Integrated Circuit, 2 wire serial bus
Keyboard Controller Style

Port within an aggregation group defined settings for all port of the
group

Local Area Network

Light Emitting Diode Identifier

Logical Unit Number

Media Access Control address

UTCA Carrier Hub

NAT-MCH

Original Equipment Manufacturer

At the current time configurable switch device
Transmission Control Protocol

User Datagram Protool
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Abbreviations of setting options

AGE TIME
ALIAS
AMC_PM
AUX_PM
BLK_NM
BRG PRI
CPU_1
CPU_PM
FLAG
FRT_PM
FRT 1
FRT 2
FRT_3
FRT 4

FWD_DELAY

GR_MEM_IN
HELLO_T
IJMB_SIZE
ISW_BX
ISW_XB

ISW_PM

Aging Interval of the MACTable

aliases of AMEPort or additional connection
Port map of the AMC slots

Port map of unused ports

Block Not Mirror packets mode FLAQ
Bridge priority related Spanning Tree Protocol
CPU Port 1 (on the baseboarJable 3-1)
Port map of the CPU ports

binary value [0|1]

Port map of the Front panel connections
First front LGbE uplink port (Table3-1)
Second front 1GbE uplink por{Table3-1)
Third front 1GbE uplink port (Table3-1)
Fourth front 1GbE uplink port (Table3-1)

Forwarding delay: time that is spent in the listening and learning
state

Group Membership Interval of IGMPSnooping mode in seconds
Hello Time is atime between each bridge BPDU that is sent on a port
Frame size oflumboEthernet frames

Switch port of the baseboardconnected to the XAUI HulfTable3-1)
Switch port of the XAUI Hubconnected to thebaseboard(Table 3-1)

Port map of Inter-Switch connection

Version21
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LAG_GR Membership of an aggregation group to provide the Link
Aggregation mode

LAG_HM Hashing Mode of the Link Aggregation

LIST_OF_AIASES List of aliases: used AM@ort and additional connectionaliases
MAC_ADDR MAC Address

MAX_AGE Max Agemaximal time that passes before a bridge port set the info
NON_STP_PORT FLAGfor excluding of a port from the STP mathematic calculation

PONT2POINT port is connected to a shared LAN or a poirtb-point LAN segment

IFF_MODE Interface mode {SerDes/SGMII/AUTO}
PORT_CPT Capture port [all used ports]

PORT_NO Number of port [all used ports]

PORT_PRI Port priority [0 .. 240] in steps of 16 related RSTP

PORT_PTH_COS™Port path coast [1..200 000 000] or [0]

PRI_1P 802.1p priority [0-7]

PRI_MTAB priority contained at the MAGAddress table [07]

QEUR_IN Query Interval of IGMP Snooping mode in seconds

SRCCON Alias of SourceConnection[all used ports]

TX _QUEUE Transmit queue [0-4]

UPC_PM Port map of the Update channels

VLANID Virtual LAN ID [1-4096]

UPDCB Update annelbetween 1GbE switches on Base Board$able 3-1)

UPDC X Update Channel between 10GbE switches on XAUI Boards
(Table3-1)
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1 Introduction

The NATMCH is a MicroTCA (UTCA/MTCA) Carrier Hub in the form factor of a single
width and single or double height Advanced Mezzanine Card (AMC). It provides the
central management and data switching entity for all MicroTCA systems. The NAICH
comprises of a base module and numerous optional daughter cards, which can be
mounted on the base module. The NAMCH is MicroTCA.0 R1.0 compliant and delivers
switching and hub functionality for the various system fabrics as defined in the AMC.x
standard series, i.e. 1Gigabit Ethernet, PGExpress (PCle), Serial Rapid 1/0 (SRIO), 10
Gigabit Ethernet (XAUI) or Serial Attached SCSI (SAS). The NNTH can also provide a
centralized clock distribution to all AMCs in the system.
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2 NAT-MCH Switches

The Gigabit Ehernet option of the NAT-MCH isrealized by a Broadcom BCM5396
Ethernet switch, the 10 Gigabit Ethernet option by aFulcrum FM222XEthernet switch.
These Ethernet switches provide a layer 2, nonblocking, low-latency 1 Gigabitand 10
GigabitEthernet packet transfer. They support Port Based VLAN, VLAN 802.1Q protocol,
MAG Security function, Quality of Service 802.1p protocpControl of Link Statusas well
as aPort Mirroring control , Jumbo Frame and Link Aggregation mode

While the 1GbEswitch is located on the BaseBoard of the NATMCH the 10 GbEBwitch
is located on an optional extensiorhub module that can be plugged on the NAWICH
base. The switches can be connected with each other bya so-called Inter-Switch
Connectiondependng on PCB version

The 1GbE switch on théaseboardmay haveone or two Uplinks.
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3 Port Switching Concept

The port managementin the MicroTCA Systems runsn several steps controlled by
software. This chapterdescribes the process flowof the port managementfrom physical
ports to the AMGPortsin all details.

3.1 Fabrics and physical Ports

The MicroTCA backplane provides the connectivity amongAMCs The specification
defines one to severabric interfaces per MCH for even AMC Each fabricconsistsof the
12 lanes that can beused for different connection types. For example, one lane can
provide 1GBEconnectivity; four lanes (Fat Pipe) carserveone 10GbE Porof the switch.

The NATMCH uses the fabric Al to A12 for 12x1GbEnd Fat Pipe (four lanes) DiG1 to
D12-G12 for 12x10GE connections.

itch ——
Switc \ Fabric D1-G1(10 GbE)
Interswitch \ ‘e

Fabric A1{1GbE) Connection ™ AN *
. *
Switch ., CPU-Port — N

—Fabric D12-G12(10 GbE)

Fabric A12(1GbE)
Interswitch Connection

Coldfire-CPU

Uplinks 10 GbE Uplinks

Figure 3-1: NAT-MCH Base V3.x with and without XAUI Hub -Module (simplified)

The BCM5396 supports up to 17xGbE and the FM222%M4000 supports 24x10GbE
ports, but depending on the hardwareversion of the NATMCH, not 8 of these ports
might be used:the mapping between physical port of the switch device and fabrics of
the NAT-MCH depends on the PCB versiofo be independent of the physical port,He
firmware provides different mappings of connections for different PCB versions The
mapping process istransparent to the user, tosimplify the management of the NAT
MCH.

3.2 AMC Ports and Backplane Interconnect

The specification deotes the ports availableat the AMCas AMGPort [0:20]. The AMC
Ports <0>, <1>, <4>- <11> can beusedfor the Ethernet connections

The routing between the MCH fabric and AMCPort is provided by the MicroTCA
backplane. Thebackplane routing is variable but defined by the manufacturer at
production time. The routing information is stored in the Carrier Pointto-Point
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Connectivity records that are part of the FRWBackplaneinfo saved in thebackplane
EEPROMTo manage Ethernet traffic correctly, the MCH reads the connectivity records
at boot time.

The user interface ofthe NAT-MCH is AMEPort related. The firmware interprets FRU
Info, and then maps the AMGPorts to the fabrics ofthe NAT-MCH dependhg on the p2p
records. Therefore, the AMGPorts are mapped in two following steps:

1. AMGPort to fabric Lane(s)(depends on p2p record)
2. MCH Fabric to physical port of the switch (depends on PCB version)

NOTE: Ifthe p2p record routes the AMEPort to the fabric lane(s) thatare not supported
by the MCHPCBversion, the AMGPort will not be offeredto the user in thesettings.

3.3 Identifier of AMC Port and Additional Connections

The NATMCH orders the notation of the AMGPorts. The notation contains the
connection type,slot number and occupied AM@Ports:

AMC Slot / AMC-Port(s)

For example, theAMCis in slot <3>; the board is connected withthe MCH due the port
<0> (1GbE, e.g. fabric A3and <4>-<7> (10GbE e.g. fabric D3G3. Therefore, the port
name looks as followsxAMcC3/0> for LGbE und<AmcC3/4- 7> for the 20GbE connection.

The NAT-MCHhasadditional connectionsthat are not part of the fabrics These are:
e Update channel attached to the second NAMCH in redundant environments;
e Connectionbetween the IGbE and the 10GbE switch

e Uplink ports at the front panel ofthe NAT-MCH that allow interconnecting the
system over 1GbE or 10GbE ports to other carriers or to other systems.

These connectionsare offeredin the user settingsas well.

The notation of the additional connections contains the connection type and the number
(numerical or literal) :

Type _ index

Version21 © N.A.T. GmbH 19



NAT -MCH Ethernet Switch Configuration Manual L
1
¢
. Port usage on
C’S'n?etptlon Description Switch
otation Base Board Base Board XAUI
S 6¢8p >V3.0 Board V1.2
<FRT_1> Uplink port 1 at the fr ont panel 1GbE used used unused
<FRT_2> Uplink port 2 at the fr ont panel 1GbE reserved optional unused
<FRT_3> Uplink port 3 at the fr ont panel 10 GbE reserved unused optional
<FRT_4> Uplink port 4 at the fr ont panel 10GbE reserved unused optional
<UPDCB> | Update Channel between 1GbE | 1GbE used used reserved
switches onBase Boards
<UPDCX> | Update Channelbetween 10GbE | 10 GbE unused unused used
switches onXAUI Boards
<ISW_BX> Inter Switch Connection from the | 1GbE
Base 1o the XAUI board reserved used unused
<ISW_XB> Inter Switch Connection from the | 10 GbE unused unused used
XAUI- to the Base board
<CPU_2> CPU Port 1 (on the base board) | 1 GbE used used unused

Table 3-1: NAT-MCHz Addition al connections and usage

Table3-1 indicates additional connections which are currently used depending on the
hardware version of the NAFTMCHBaseboard and of theNAT-MCHXAUlboard.

To avoid entering the portalias string in the console based switch configuration menus

Al 61 A 101 AAO EAO AAAT AOOECTI AA O1 AAAE

configuration menus.

3.4 Configuration Interfaces

Three interfacescan be used to configure thdethernet switches onthe NAT-MCH The
first one is the text based Command Line Interface (CLI) which can either be used via a
serial connection at the MCH debug port (DBG) or via a Telnet connection to the board.
Furthermore, the switch can be configured via aveb-interface, which can be accessed
via a standard web-browser. Finally, the switch can be configured via a text based
configuration file, which can be edited by the user with a standard text editor on a PC.

3.5 Command Line Interface (CLI)

In order to access the CLR VT1@ type terminal (19200, 8N1)has to be connectedria
console cable to the DBG port of the NAWMICH. For details, please refer to the NAWMICH
50A060 - Al OAIl 8
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Detailed information about the commands, whichneed to be entered at the console
prompt to call the protocol specific configuration meny is given in the protocol or
feature specific chapters below.

To exit from any menu or any subsequent submenu always pressj> For help press
<h> or <?> or type <help> .

3.6 Web-Interface

The NATMCH has an integrateeembedded web server, which allows users to view and
change configuration parameters of the NAMCH.

Before the web server can be used, it has to be enabled via the command line interface.
Please refer to the NATMCH Use& Manual for details. The onboard wb server can be
accessed with any standard welbrowser by entering the IRaddress of the NATMCH

ET O OEA AOI xOA0O8O AAAOAOGO 1 ETAS8

Information about the different configuration web pages can be found in the protocol
specific chapters below.

3.7 Text Based Switch Configuration

A text-based configuration file can be used to configure the protocols and features of the
Ethernet switch on the NATMCH. A set of configuration items habeen defined which
could be used to set the protocol or feature specific parameterg\ general description of
these items follows in the next chapters, the protocol or feature specific items and their
parameters are explained in the associated chapters below.

To backup the current Ethernet switch settings of a NAMCH a textbased configiration

file can be generated and downloaded via one of the configuration interfaces. This file
then can be adapted \th a standard text editor and ugoaded again to the NAIMCH. By

this, the configuration of one NAT- # ( AAT Al O1T AA OMdHs.T AAd Ol

3.7.1 Text Based Configuration Structure

The textbasedconfiguration is line-oriented; each text line contains exactly one item of
the switch configuration. The order of the configuration items in the switch
configuration file is irrelevant; however, it is recommended to leave the order
unchangedto simplify a review of the configuration file.

Each configuration line starts with the configuration item ID followed by one omore
DAOAI AOGAOO8 4EA Ai 1T £ZECOOAOEIT EOAI )Ys$ ATA
character, the parameters are separated by commas.

For example:
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eth_802.1q_dflt = AMC10/0, 100, 5

#7111 AT 00 AAT AA AAAAA OI OEA AT 1 EECOOAOEI I

of the line. These lines will be ignored by the software when parsindé¢ configuration
file.

Example:# this is a comment

The almost all features of the Ethernet switch can be enabledr disabled on user
demand by initialization flag item. This is @Booleanvalue and it can be <0> or <1>If the
initialization flag item of a feature is not set, all other configuration items related to this
feature will be ignored and the feature will be disabled.fla configuration item or one of
its parameters is notpreset, the switch configuration uses default values as specified in
the chapters below.

3.7.2 Parameter Data Types

There are three types of the numerical data representation tharare used for the
parameters in the configuration items:

Type | Prefix | Example | Decimal value
Binary Ob 0b0110 6
Hexadecimal 0x OxFF 255

Decimal none 15 15

Table 3-2 : Numerical data representation in the text based switch configuration
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4 Device Location of the NAT-MCH

All configurable devicesof the NAT-MCH arespread over different mezzanines. The
exact position of a device isthe so-called device location, which consists of three
components:

e MCHID OAOAOOAA &I O AOOOOA OOAGCAN AOOOAT OI

e Mezzanine level distinguishes the NATMCH mezzanine boards; refer td-igure
4-1

¢ Instance ID defines the device on the particular mezzanine board

_>~, Mezzanie Level 2: XAUI, SRIO, PCI-Express

Mezzanie Level 1: Clock-Module

ezzanie Level O: Base-Board

Figure 4-1: NAT_MCH with a Hub-Module

Therefore, the device location is a unique identifier of each configurable deviceithin
the NAT-MCHthat is used for reference, control and configuration.
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4.1 Changing the Switch Device

The Ethernet switches on the NAIMCH are identified via the device location
parameters as described in chapted. The user can configure onlpne of the switches at
a time; the currently selected switch is called theoperable switch. The selection of the
operable switch can be done via the CLI and tiveeb interface.

4.1.1 CLI Based Configuration
It is possible to view and change the operable switch device by command limterface.

4.1.1.1 Menu item: Get Device Location

This menu item shows the attial switch device:

Mezzanine: ........ 2
Instance ID: ...... 0

4.1.1.2 Menu Item: Change Device Location

With this menu item, the operable switch can beselected The information about all
initialized switch esappears in the console:

ID [1]

Driver: . BCM5396 1Gbh(1)
Mezzanine: ........ 0
Instance ID: ...... 0

ID [2]

Driver: . FM222X 10Gb(2)
Mezzanine: ........ 2
Instance ID: ...... 0

The ID numberis usedto changethe operable switch.

Version21 © N.A.T. GmbH 24



NAT -MCH Ethernet Switch Configuration Manual

4.1.2 Web Based Configuration

The operable switch canalso be changedby the web interface the drop down menu
appears o the left of the web browser window:

Setup

Bas¢ Configuration
Swifch | HUB 10GbE -
A(BASE 1GbE
a4 HUB 10GbE

Port VLAN

802.1Q VLAN

802.1X

802.1p

Port Mirroring
Jumbo Frame

Link Aggregation
Rapid Spanning Tree
Link Status
BCM5396 counters

Maintenance
Script Management
Board Information
System Information
Reboot NAT-MCH
Update MCH
Change Password

N.A.T. Webpage
Home

The current menu item shows the operable switch. To change theperable switch a
switch device from the drop down menuhas to be selectedThe browser refreshes its
content automatically afterwards.

Please note that the browser content should be refreshed after power cycling or
resetting the NATMCH to get the current operable switch and configuration
parameters.

4.1.3 Text Based Configuration

All configurable devices on the NAIMCH can be set up by th&ext Based Configuration
as well. As described in Chaptet, three canfiguration items are required:

e mch_id defines MCH
e mez_ id defines mezzanine level
e ins_id defines instance ID

The device location is valid if the configuration items stay sequentiallyin the order of
their arrival. Thereafter, it will be checked, if the device has been initialized for this
device location. If the device is referencedorrectly, the according configuration part
will be parsed and applied If the device location is not rated to Switch Management
the searching for the next related devicelocation is to be continued.
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5 Default Switch Configuration

This chapter describesthe default switch configuration of the NAFTMCH in redundant
and nonredundant environments. The Ethernet switch usesa default configuration if
the correspondingflag in the MCHConfiguration has notbeen set.

5.1 Risk of Loops

The NAT-MCH canbe operated with up to two Ethernet switches (1-GbE on Basdoard
and 10-GbE on XAUmodule). This causes aertain risk of loopsin the network attached
to the MicroTCA system.Constellations which can result in network loops, are
described in the following subchapters.

5.1.1 Loop due to Uplinks

This case needs to be consideredwith PCBv3.4 (Base) and latepr/and XAUI-Hub-
Module with Uplink option only: both uplinks at the front panel have been connected
with the external switch or hub, as it shown at the nextigure:

Switch

External Switch

Figure 5-1: Loop due to both uplinks

The Ethernet switch of theBaseboardbuilds upthe loop with the external switch.
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5.1.2 Loop due to Update Channel

This case is possiblen redundant environment only. The uplinksof different NAT-MCHs
are connected with the external switch.

Update Channel

External Switch

Figure 5-2: Loop due to update channel

The loop accruesia the uplink of one MCH, over thé&pdate Channel andhe uplink of a
secondMCH.

5.1.3 Loop due to Inter-Switch Connection

The loopcan be build dueto the Inter-Switch connection between MCH Base with 10GbE
Hub and externalswitch over 1-GbE and 16GbE uplinks:

InterSwitch Connection

Interswitch
Connection

External Switch

Figure 5-3: Loop due to Inter -Switch connection

The 1-GbEs and 16GbE switch make the ring connection withthe external switch over
Ethernet network.
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5.2 Loop Avoiding

The default switch configuration serves to avoid the loop in the Ethernet network, if no
(Port Enable/Disabledconfiguration has been loaded.

4 EA Adopduetddplinksd  Adcirin redundant and nonredundant environment.
In non-redundant environment, disabling the second uplinkport on the switch resolves
the loop.

In redundant environments, both front uplink ports of the secondary MCH need to be
disabled. If the secondary MCH has a XAUI Hub, all uplinks of this module will be
disabled as well.

For resolving aQoop dueto Inter-Switch Connectiod the Inter-Switch connection is
disabled onthe 1GbESwitch.

In reply to summarize the above post, the following ports are disabled by default.
e Primary MCH - FRT_2, FRT_4, ISW_BX

e Secondary MCH - FRT_1, FRT_ 2, FRT_3, FRT 4, ISW_BX

5.3 Load User Configurations at System Start

The Ethernet switches of the NAT-MCH support several protocols andeatures that are
describedin Chapter®6.

The default switch configuration uses only basic switch functionality. Ifextended orfull
functionality is needed particular features need to beactivated and set upby the user.
After the switch configuration is completed, ithasto be saved. The backuprocess is
describedin Chapter 7.

To load the switch configuration from FLASH memory at system stathe accordng flag
in the MCH configuration should be setln section GGbE switch parametdy the
@onfiguration sourc® is set to <no configuration> by default . This flag can be
changedin the CLI orwebinterface ofthe NAT-MCH
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5.3.1 CLIT load User Configuration at System Start

To set the option in the CLlenter <mchcfg> :

nat> mchcfg
MCH CFG: configuration modes
[ 0] no action
[ 1] print complete configuration
[ 2] reset to defaults
[ 3] modify MCH global configuration
[ 4] modify ShM configuration
[ 5] modify CM configuration
[ 6] modify SEL configuration
[ 7] modify GbE switch configuration
[ 8] modify CLK modu le configuration
[10] modify NTP configuration
[11] modify DHCP configuration
[ ?] print menu
[ h] print menu
[ 9] quit and save configuration

Choose<7> for <modify GbE switch configuration>

Enter configuration mode (RET=0/0x0): 7
GbE switch ~ parameter:

GbE configuration source: no configuration
GbE configuration source:

no configuration: 0
load from FLASH: 1

selectl to load switch configuration from FLASH
Enter source (RET=0/0x0): 1

enter <g> to exit and save MCionfiguration.

Enter configuration mode (RET=0/0x0): q

MCH CFG: configuration updated

At the next systemstart, the NAT-MCHIloadsthe switch configuration from FLASH
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5.3.2 Web Interface i load user configuration at system start

To change MCH configuratiovia OEA x AA ET OA O Z&A A Adhangé MCH A O
#1 1 /EE ¢ Oraie @dvibatiah frameand find <GbE parameter > on the right side.

Show WMCH Conficwration
Change MCH Configwratio
Switch | BCM5396 160 ] | SEL parameter \ Configuration

|config1u':|ﬁon flags:

General settings

Port VLAN | keep on read ‘ |d|sab|ed =
802.1Q VLAN | allocate SEL in non-velatile BAN ‘ | no =
802.1X | ignere 'wersion change' sensor ‘ | no j
S02.1P
Port D&'ﬁl‘l'ﬂl'illg | GbE switch parameter ‘ Configuration
Jumbo frame |conﬁgurat10n source ‘ |n0 configuration ﬂ
Link Aggl‘e- gi'ltil:l I no configuration
= 1. o . load from FLASH

Link Status | Clock module parameter | Confignration
BCNMS396 counters

|conﬁgurahon SOUICE ‘ |Iuad from FLASH =]

Maintenance
[ NTP varameter ‘ Cwrent Confiowration |

Backup Settings
Board Information

Figure 5-: Change MCH Configuration

Select in the dropdown menu the option<load from FLASH > and confirm the
modification with the fiSave o button.

At the next systemstart, the NAT-MCH loadsthe switch configuration from FLASH.
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6 Switch Management

The following chapters describe the switch protocol and feature specific configuration
options via the different configuration interfaces. Each chapter contains a short
description of the switch protocol or feature followed by a subchapter, which describes
the configuration process depending on the used configuration interface.

6.1 ldentifier of AMC Port and Additional Connections

6.2 General Settings (Age Time)

This part provides the general settings to controbasic functionalities of all NAT-MCH
switches. Currently only the Age Timefeature is usedfor this part.

The NAT-MCHswitches are configurable for learningthe MAC addresses of the packets
The Age Time procesgeriodically removes dynamically learned addresses from the
MAC table the internal switch table is scamed at regular intervals, aging out entries not
accessed during previous two aging intervalsThe aging intervals are programmale via
user interface. Entries that are written via user interface are static therefore they are
not affected by he aging process.

6.2.1 CLI Based Configuration

The 6 M A Table management'  offers the commands to manipulate the settings related to
the MAC table and aging process.

6.2.1.1 Show Age Time
This menu item can be used to show the current aging interval of the switch:

AGE TIME

State: enabled
Age Time 300 (range [1..1048576])

The aging interval isdisplayedin seconds.
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6.2.1.2 Set Age Time
This menu item is used to set the aging interval ¢éble scanning.

AGE TIME

Enter Age time
[0] - disable Age Time functionality
[1..1048576]: Age Time in seconds

Entering <0> will disable the aging process any number from <1>-<1048576> sets an
aging interval in seconds. To enable the functionality select theset age time> item

again:

AGE TIME

The aging Timeout process is currently disabled!
Possible operation
[e] - enable Aging Timeout and continue setting
[X] - quitthis menu

and confirm it with <e>.

6.2.2 Web Based Configuration

To configure the aging process of the switch select théseneral settings> link in the
navigation frame of theNAT-MCHwebsite.

General Settings

Age Time

Active mode ¥ Submit | 300 Submit |

Wed Intofhce Release: V127 Final (1238:35 Ang 2 2010)

Use the<Active mode> checkbox to enable/disable theaging process and the text field
to set the aging intervals of table scanning.

6.2.3 Text Based configuration
To configure the Age Time functionality two configuration items of the textbased
configuration have to be used:

<eth_mac_ageinit >- Active state of the Age Time functionaly.
<eth_mac_agetime> 1 Aging interval in seconds.
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6.2.3.1 Activate/Deactivate Age Time
Description:

The <eth_mac_ageinit > configuration item is used to activatédeactivate the aging
process.If the configuration item is missing in the configuration file the aging process
will be activated by default.

Syntax:
eth_mac_ageinit = FLAG

Parameter Description:

The parameters of the<eth_mac_ageinit > configuration item are described in Table
8-15 pagel20.

Example:
Activate 802.1Q VLAN mode:
eth_mac_ageinit =1,
The upper configurationitem activatesthe aging process.

6.2.3.2 Set Aging Interval
Description:

The <eth_mac_agetime > configuration item determines the aging interval of the table
scanningin seconds If the configuration item is settoi d e ac t i var the dtem is not
present at all, other configuration items relatedwith this mode will be ignored.

Syntax:
eth_mac_agetime = AGE TIME;

Parameter Description:

The parameters of the<eth_mac_agetime > configuration item are described inTable
8-16 pagel20.

Example:

Set aging interval parameter:
eth_mac_agetime  =30;

The upper configuration item setsthe aging interval to 30 seconds.
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6.3 Enable/Disable Port

This feature is available asa standalone tool since firmware v2.17. It allows the
configuring of communication state toenabled/ disabled on particular switch port. The
switch port, which has been set talisabled occurs neither frame transmitting nor frame
receiving.

6.3.1 CLI Based Configuration

Please, select submenaéPort Enabl e/ minaaipulate the settings ofthis mode
on particular port.

[ 0] : no action (unsupported)

[ 1] : show port configuration state
[ 2] : enable/disable port

[ 3] : set default configuration
[?]:?: help

[h]: h: help

[ a] : g: quit submenu

The menu item <show port configuration state > show the current state for all switch
ports as it follows:

I
Enable/Disable State Map |

I
AMCs Front Up_C ISw CPU |

I

I

I

I

| 12345 12 Bl Bl 1]
L PR Y E

I
I
I
I
I
I

AMC fom00000 .. . . .|
PORTS to: ... .. -

To set port mode usethe menu item <enable/disable port >:
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Choose Port ID:
I

| AMCs Fron/ \Up_C ISw CP
| AMC 12345 [12 Bl Bl 1]

| SLOTS S
|[AMC  from;00000\ .[. . . ]
|PORTS to: . .... AN/ . . ]

|
| PORT 000O00O0 0 0 0 1]
| ID 12345 6 8 9 0]
> (RET=0/0x0):

Then enter <port ID>  which is to be configured(e.g.<Port ID> =02 for AMC2/0 Or <Port
ID>=06 for uplink FRONT?)

[d] - disabled
[e] - enabled
[ - nochange

Enter port state (RET=e):

and finally, select any mode of switch port.

To set default configuration, please use configuratiorset default configuration>
The default configuration defined to avoid loops described in the chapteb.l Risk of
Loops

6.3.2 Web Based Configuration

To configure aport map OAT AAO o001 OO0 T 1 F¥1 £AF6 1 ETE E1
MCHwebsite. In order to enable or to disable a port check or uncheck the checkbox as
shown in Figure 6-1.

A A [ A A A A A A i A A F F L} I ]
. M |M |M | M|M M| M M M|M M| R |R | P|§5 P
o ¢c|¢c|e|ec|e ¢ |c|e|¢c|c|e|T|I |D|W, U
1 2 3 4 3 G ) g 2 10 11 1 il 1 1 1
Port o [o [ o [ o [0 o [@o [0 0o [0 o | - -
[Tmmen  *F [P |[F [P |[F B |®F |[F|F |[F ®F |® | |®" |0 F
Apply | Discand

Click to change port
state

Press <Apply> button to

confirm changes

Figure 6-1 : Enable/Disable Port Webpage
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6.3.3 Text based Configuration
Description:

The configuration item <eth_enconn_map > is used to specify which connectiorshall be
enabled or disabled. If configuration file does not contain the item, the switch
management useshe default configuration.

Syntax:
<eth_enconn_map > = LIST_OF_ALIASES
Parameter Description:

The eth_enconn_map configuration item consists of an alias list according to the
description in chapter 3.3. Bit values related to reserved ports are ignored and set to the
default value. Theparameters are described inTable8-4 on pagel114.

Example:
eth_enconn_map = AMC1/0, AMC2/0, AMC3/0, AMC4/0, AMC5/0 , FRT_1, CPU_1

|LIST OF ALIASES

The upper example shows that on the current switch the AMEorts <AMC1/0>-<AMC5/0>
and additional connection, <FRT_1> <CPU_1> are enabled, other connections are dabled.

6.3.4 Backward Compatibility

The firmware versions from v2.9 to v2.16.2 useto control the port mode the
configuration item <eth_pbvlan_encm >.

Syntax:
eth_pbvlan_encm = LIST_OF_ALI ASES

The newer versions interpret it too, but do notuse it for generating of new script file.
The behaviors of latest version relating the item is the same as older versionsif the
<eth_pbvlan_init > is set to false or not presents the entryeth_pbvian_encm > will be
ignored and default configuration will be applied.

The new configuration file contains the item <eth_enconn_map > (see chapter 6.3.30n
page 36). Therefore, the functionality is not related to Port Based VLAN, ithe switch
configuration has been generated anew.
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6.4 Port Based VLAN

Port Based VLAN is used to group certain network stations or networks into Virtual
LANs by only allowing the communicationbetween certain switch ports. A Port Based

VLAN can be setup by restricting the forwarding of Ethernet frames from one source
port to a specific list of destination ports.

6.4.1 CLI Based Configuration

TheopPort Based VLeffers#ercommands to manipulag the settings of the
Port Based VLAN mode. To call the menu enterianp_cfg > at the prompt.

[ 0] : no action (unsupported)

[ 1] : activate port based VLAN

[ 2] : deactivate port based VLAN
[ 3] : set VLAN port map

[ 4] : show VLAN port map

[ 5] : enable/ disable port
[ 6] : set default configuration
[?]:?: help

[h]: h: help

[d] : g: quit submenu
Figure 6-2 : CLI Port Based VLAN menu

The following chapters will explain how to use these submenus.

NOTE In a redundant MicroTCA system with two MCHs an endless frame loop might
occur if the front panel GbE ports of both MCHs are connected to the same netwdrfkr
this reason, either the VLAN port configuration has to be set to avoid such frame loop, or
it must be assured thathe front GbE portsare notconnected to the same network!

6.4.1.1 Activate/Deactivate Port Based VLAN

The Port Based VLAN options can only be changed if the protocol mode has been
activated. This can be done by choosing the menu itemacti vate port based VLAN>
from the configuration menu.

The menu item <deactivate port based VLAN> can be used to deactivate the Port
Based VLAN protocol again.

6.4.1.2 Set VLAN Port Map

With this menu, the forwarding map for one switch portitem can besetup and changd.
During the configuration process,the user has to enter the source port ID and the list of
destination ports to which incoming frames (from the source port) may be forwarded.

The configuration software will display a table of all available ports on th&JAT-MCH
version. The user has to enter th&MGPort ID (indicated in the second row of the table)
for which the forwarding map should be setup:
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Choose Port ID:
I
| AMCs Front Up_C ISw CPU |
| AMC 0000000000 OO O 0 O]
| SLOTS 1122334455 12 1] 1 1]

I
|AMC from:01010120101 .. . . .|

|[PORTS to: .. ........ o

| s e |
| PORT 0000000001 11 1 1 1|

| ID 1234567890 12 3 4 5]

> (RET=0/0x0):

After choosing the source port number the user has to dale for each destination port,
if forwarding to this port should be allowed:

[0] - disable frame forwarding to this port
[1] - enable frame forwarding to this port

NOTE: To setup a bidirectional communication path between two switch ports the
forwarding map for both (source) ports has to be entered. Please also note that any
setting for a particular source port will become effective immediately.

6.4.1.3 Show VLAN Port Map

This menu item displays the forwarding map for a specific or all source ports.

Choose Port  ID:
I

| AMCs Front Up_C ISw CPU |

| AMC 0000000000 0O O 0 O]

| SLOT S 1122334455 12 1 1 1]

| AMC fom;0101010101 .. . . ]

| PORTS tor ... e

— |
| PORT 0000000001 11 1 1 1]

| ID 12 34567890 12 3 4 5]

or [a] - for all ports

Entering the character<a> will display the forwarding configuration for all available
destination ports, entering a specific port number will only display the forwarding map
for this port.
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Forwarding Map(s) |

AMCs Front Up_C ISw CPU |
0000000000 OO O 0 o]
1122334455 12 1 1 1]
I
M fom;: 0101010101 .. . . -
ORTS to: ... ... .. . . N

- |
S_PORT |
AMC1/1 : 1x11111111 1d 1 d 1]

I

I

I

I

I

I

I

| AMC
| P
I__
I

I

I

The printed table shows the forwarding map for one or all source ports (depending on
the selection above). Each line contains the source port ID at the beginning followed b
the forwarding map.

The meaning of the characters shown in the forwarding map is as follows:

6 x -0no relationship as the source port equals the destination port

6 0-6frames are not forwarded to the respective destination port

6 1-6frames are forwarded tothe respective destination port

6 d-odisabled as the respective destination port is existing but turned off

6.4.1.4 Enable/Disable Port

This menu item can be used to disable or enable specific switch ports. If a port is
disabled no traffic will be received fromor transmitted to this port.

Please be aware that turning on or off a port affects its relationship to any destination

port. When disabling a port all port maps that contain an entry for this port as a

destination port will have this entry set to<d>for OAE OAAI AA88 7EAT AT AAI
source port the entry in any port map for this particular port as a destination port will

AA OAO O rpe £ O OAFOAI AO AOA &I OxAOAAA O O
Please note that any setting for a particular sourceport will become effective

immediately.

The configuration software will display a table of all available ports on the NAMCH
version. The user has to enter the port number (indicated in the second row of the table)
for which the forwarding map should besetup:
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Choose Port ID:
I |

| AMCs Front Up_C ISw CPU |

| AMC 0000000000 OO0 o0 0] O]

| SLOTS 1122334455 12 1 1] 1]

I |
| AMC fom;: 0101010101 .. . . o
| PORTS to: ... .. . . o

[ I
| PORT 0000000001 11 1 1 1 |
| ID 1234567890 12 3 4 5]

> (RET=0/0x0):

After entering, the port number the following choices are displayed to either enable the
port, disable the port or leave the port state unchanged:

[d] 1 disabled
[e] T enabled
[ 7 nochange

Enter port state (RET=0/0x0):

NOTE Disabling the update channel (port numbexkUPC_1>) in a redundant system
with two MCHSs will seriously affect the functionality ofthe MicroTCA system, as this will
break the communication between the MCHs.

6.4.1.5 Set Default Configuration

Choosing this menu item resets the Port Based VLAN settings to default. Forwarding of
frames will be enabled for all source ports to all destination portsal ports will be
enabled.
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6.4.2 Web Based Configuration
To configure the Port Based VLAN options of the switch select th€ort VLAN>  link in
the navigation frame of the NATMCHwebsite.

The Port Based VLAN options can only be changed if the protocol mode has been
activated.

6.4.2.1 Activate/Deactivate Port Based VLAN

If Port Based VLAN is currently disabled it can be enabled by clicking the <Activate>
button.

The Port Based VLAN protocol can be also deactivated at any time by clicking the
<Deactivate>  button.

6.4.2.2 Set VLAN Port Map

The Port Based VLAN forwarding maps are presented in form of a table for all ports in
the lower part of the configuration webpage as shown ifrigure 6-3.

To enable or to disable the forwarding of the Ethernet frames from a source port to a
destination port check or uncheck the related checkbox of the forwarding table. To
confirm the changes click theApply> button.

‘A A ‘ A A ‘ A A ‘ A A ‘ A A ‘ A F ‘ F 'L" C
M M |M M|HM M |M M|M M|M R |ER F g P
C C C C C C C C C C C T T D | w | U
1 2 3 4 5 (3 7 § a w | 12 L 2 L 1 L
Pt [0 0o [0 o |0 o | o o [ o o | o - | - D -
AMCID | F | R R ¥ | F R R | ® F | F R
AaMCID | F B | F | R | | F | F [ e G
AMG3 0 | F | E | e | F | | F | e F |l R
AMcd 0 | F ¥ | F B | F ¥ | F | F | F | E ¥ | F o
aMcs 0 | R F | F F | F | P F | P | R F | B ¥ | F
AMCs D | & W | = W | | W | = W | = I = ¥ | F O F
MMt | P R | FR @ |F P |F F|F ®|F F|F = |F &
AMS 0 | R R | R | R B | F | R | R | F @ F
AME.‘:II:||F F|F F|F F|F F|F F|F‘ F|F F|FF
AMCI0 0 | F ¥ | F R~ | F | F A = | e | F "
AMICI2 0 | R ¥ | w | ¥ | ¥ | | B F | B ¥ | B =
FRT_.1 | F [ F [ F N | P | R I ¥ | B F
ERT2 | B CI CI B E B[ [ ® B[ ® BB =
FDC R | F | | e R R | | R F | B =
SWCEX | B R B ® B ® B & | FE ® | B B | B ® | B | @
CPULl | F | F F | F | F F | F | F F | B F | B F

Figure 6-3 : Port Based VLAN Forwarding Maps Webpage
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6.4.3 Text based Configuration
There are three configuration items related to the Port Based VLAN protocol.

eth_pbvlan_init Activate/Deactivate Port Based VLAN protocol
eth_pbvlan_fwcm Set port map
eth_pbvlan_encm Enable/Disable ports (from older firmware versions see chapter

6.3.4Backward Compatibility on page36).

6.4.3.1 Activate/Deactivate Port Based VLAN
Description:

The configuration item <eth_pbvlan_init > s used toactivate the Port Based VLAN
mode. If the configuration item is missing in the configuration file the Port Based VLAN
protocol will be deactivated for default.

Syntax:
eth_pbvlan_init = FLAG

Parameter Description:

The parameters of the<eth_pbvlan_init > configuration item are described inTable 8-5
on pagells.

Example:

eth_pbvlan_init =1;
The Pat BasedVLAN will be activated.

6.4.3.2 Set VLAN Port Map

Description:

The <eth_pbvlan_fwecm > configuration item is used to specify the forwarding port map
for a specific ®urce port.

Syntax:
eth_pbvlan_fwem = SRCCON LIST_OF_ALIASES

Parameter Description:

The <eth_pbvlan_fwem > configuration item consists ofseveral source aliases and a list
of destination aliases, which specify theframe forwarding on connectionsaccording to
the description in chapter3.3. Bit values related to reserved ports are ignored and set to
the default value. Theparameters are described inTable8-7 on pagel16.

Version21 © N.A.T. GmbH 42



NAT -MCH Ethernet Switch Configuration Manual

Example:

eth_pbvlan_fwcm = AMC1/0, AMC1/0, AMC2/0, AMC3/0, CPU_1

|SRC CON |LIST OF ALIASES

The configuration item sets the forwarding for the sourceconnection assignedto the
alias <AMc1/0>. The Ethernet packets will be forwarded toconnections: <AMC1/0>,
<AMC2/0>, <AMC3/0> and < CPU_2>.
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6.5 802.1Q VLAN

The 802.1Q VLAN protocol uses the smlled VLAN tag included in the Ethernet frame
for deciding if a frame should be forwarded to a specific switclport or not. Stations
within the network are grouped together to one virtual network by using the same
VLAN identifier within the Ethernet frame.

The Ethernetswitch can be configured to allow the forwarding of VLAN tagged frames
only to dedicated ports cepending on the VLAN identifier of the received Ethernet
frame. This means that a port has to be a member of a VLAN group (identified by the
VLAN ID) to allow forwarding of frames containing the VLAN ID to this port. Such ports
will be called Membership Ports or AssociatedPorts in this document.

Furthermore, the switch can be configured to remove the VLAN tag from an Ethernet
frame before forwarding the frame to the destination port. This can be configured for
each VLAN ID on a per port basis. These pontdll been called UntaggedPorts in this
document.

Incoming frames that do not contain a VLAN tag field are tagged with a default VLAN tag.
The default VLAN ID and the default priority within this tag can be set for each port
individually.

NOTE The NATMCH cannot process frames that contain a VLAN tad@herefore, the
CPU port always should be marked as Untagged.

The switch is preset to route all frames without a VLAN Tag. This is achieved by setting
the default VLAN ID for each port to 1 and adding an VLAgsble entry for VLAN ID 1,
which allows forwarding these frames to all portsFurthermore, all ports are marked as
untagged ports, so that all incoming frames are forwarded through the switch
unchanged.

NOTE: Changing these default VLAN settings might rekuin unrequested system
behavior!

The addresslearning mode used by the switch can be configured to either use the MAC
address of the Ethernet frameonly for the address learning or to useboth, the MAC
address and the VLAN ID of the Ethernet frame for ¢haddress learning.
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6.5.1 CLI Based Configuration

The6s802. 1Q VL A wffersetheucommands to manipulate the settings related to the
802.1Q VLAN protocol. To call the menu entewlang_cfg > at the prompt.

[ 0] : no action (unsupported)

[ 1] : activate 802.1Q VLAN

[ 2] : deactivate 802.1Q VLAN

[ 3] : set learn mode

[ 4] : show learn mode

[ 5] : add/Set VLAN group

[ 6] : remove VLAN group

[ 7] : show all VLAN groups

[ 8] : set default VLAN ID for a port
[ 9] : show port default VLAN IDs
[10] : set default configuration

Figure 6-4 : CLI 802.1Q VLAN menu
The following chapters will explain how to use these submenus.

6.5.1.1 Activate/Deactivate 802.1Q mode

The 802.1Q VLAN options can only be changed if the protocol mode has been activated.
This can be done by choosing the menu itemactivate 802.1Q VLAN> from the
configuration menu.

The menu item<deactivate 802.1Q VLAN> can be used to deactivate th802.1QVLAN
protocol again.

NOTE The 802.1X and 802.1p features require the 802.1Q mode to be activated.
Therefore, the 802.1Q VLAN mode cannot be deactivated if one of the features is active.

6.5.1.2 Set 802.1Q Learn Mode

This menu item is used to select the addredsarning mode of the switch.

The following configuration options can be selected:

[1] - use MAC address and VLAN ID for the address resolution
[2] - only use the MAC address for the address resolution
>

If option <1> is selected the switch uses the MAC and the VLAR of the received
Ethernet frame for the address learning. If option2> is selected, only the MAC address
will be used for the address learning.

6.5.1.3 Show 802.1Q Learn Mode

This menu item can be used to show the current address learning configuration (refey
chapter6.5.1.9.
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6.5.1.4 Add/Set VLAN Group

This menu item can be used to add a new VLAN ID to the VLAN table or to overwrite an
already configured VLAND.

First, the VLAN ID that should be configured has to be entered (e.g. VLAN ID 156):
Enter VLAN ID (RET=0/0x0): 156
Thenthe port membership map for this VLAN ID has to be entered for all ports.

Enter port membership for this VLAN ID:
[0] - disable forwarding for this port
[1] - enable forwarding for this port

If frames with the corresponding VLAN ID should be forwarded to the port, entet1>,
otherwise enter <0> for the port.

After the port membership had been entered for each used port, the untaigg map has
to be entered:

Enter untagging map for this VLAN ID:
[0] - disable untagging for this port
[1] - enable untagging for this port

If the VLAN tag should be removed from the frame before it is forwarded to the
destination port, enter <1>, otherwi se enter<0> for the port.

6.5.1.5 Remove VLAN Group
This menu item can be used to remove a VLAN ID from the VLAN table.

The VLAN ID that should be removed has to be entered (e.g. VLAN ID 156):

Enter VLAN ID (RET=1/0x1): 156
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6.5.1.6 Show all VLAN Groups

This menu item @n be used to show all currently configured VLAN IDs.

The VLAN table will be printed on the console as shown Figure 6-5.

VLAN (RET=0/0x0): 7

VLAN Table |

0000000000 00 O O O]
112233

I

|

| AMCs Front Up_C ISw CPU |
I

| 4455 12 1 1 1|

I

[AMC from: 0101010101 .. . . .|

| PORTS to: ... .

| - |
| VLAN |

| 0001 m 1111111111 1d 1 d 1]

| u 1111111111 1d 1 d 1]

I I
[ 0002 m 1100000000 1d 0 d O]

| : 1100000000 1d 0 d O]

I

Figure 6-5: IEEE 802.1Q VLAN table example

The first column shows the VLAN IDof the VLAN Group entry The line marked with a

6i 8 AO OEA AACET T ET eort &apiwkich indidatds to whichApAr@ G E E P
frame containing the VLAN ID may be forwarded. The line marked with & u @t the
beginning contains theUntagged Port map, which indicates if the VLAN ID should be
removed from the Ethernet frame before it is forwarded to this port.

6.5.1.7 Set Port Default VLAN Tag
This menu item can be used to assign a default VLAN ID to a specific switch port.

First, the switch port number has to be entered:

Choose Port ID:

I
| AMCs Front Up_C ISw CPU

I
| AMC 00000O0O0O0O 0 00 O 0 0]
| SLOTS 1122334455 12 1 1 1]
I I
| AMC from: 0101010101 . . . N
| PORTS to: ... ... .. . . N
I I
| PORT 0000000001 11 1 1 1]
| ID 1234567890 12 3 4 5]

> (RET=0/0x0):

Thenthe default VLAN ID has to be entered:

Enter VLAN ID (RET=164/0xa4): 76

and finally the VLAN priority:
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Enter VLAN Priority[0 -7] (RET=0/0x0): 3

In this example the default VLAN ID 76 and the VLAN priority 3 will be assigned to the
port <AMC 2>, means all incoming Ethernet frames received on podAMC 2> which do
not contain a VLAN tag will be tagged by the switch using the.AN ID 76 and VLAN
priority 3.

6.5.1.8 Show Port Default VLAN IDs
This menu can be used to display the current default VLAN ID and VLAN priority
assigned to the switch ports.

The settings will be printed on the console as shown ifrigure 6-6. The first column
contains the switch port number, the second column the default VLAN ID and the third
column the default VLAN priority.

I
[**  PORT DEFAULT VLAN IDs ok
I |

|portid  VLAN ID PRI |
I |
| AMC_01 0001 00 |

| AMC_02 0001 00

| AMC_03 0001 00 |

| AMC_04 0001 00 |

| AMC_05 0001 00 |

| AMC_06 0001 00 |

| AMC_07 0001 00

| AMC_08 0001 00 |

| AMC_09 0001 00 |

| AMC_10 0001 00 |

| AMC_11 0001 00 |

| AMC_12 0001 00

| FRNT 1 0001 00 |

| UP_C 1 0001 00 |

| CPU_1 0001 00 |
I

Figure 6-6 : 802.1Q port default VLAN ID example
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6.5.2 Web Based configuration

To configure the 802.1Q VLAN protocol options of the switch select th®02.1Q VLAN>
link in the navigation frame of the NATMCHwebsite.

The 802.1Q VLAN options can only be changed if theotocol mode has been activated.

6.5.2.1 Activate/Deactivate 802.1Q VLAN
If 802.1Q VLAN is currently disabled it can be enabled by clicking the <Activate> button.

The 802.1Q VLAN protocol can be deactivated by clicking the <Deactivate> button.

NOTE The 802.1X ad 802.1p features require the 802.1Q mode to be activated.
Therefore, the 802.1Q VLAN mode cannot be deactivated if one of the features is active.

6.5.2.2 802.1Q VLAN menu

If 802.1Q VLAN mode is activated, the menu as shownhkigure 6-7 will be presented on
the webpage. The menu offers diverse tools to configure the 802.1Q VLANhe
configuration options will be explained in the following chapters.

802.1Q based VLAN Configuration

Add VLAN Group

Remove VLAN Group

Edit VLAN Group

Show existing VLAN Groups

Change Port defanlt VLAN IDs

Figure 6-7 : 802.1Q VLAN WebMenu
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6.5.2.3 Add VLAN Group

Figure 6-8- shows thei Add VL AN webpage svhich can be used to add new VLAN
groups to the VLAN table.

Add a VLAN Group

Ieos VLAT D
[ron Membership ports
A A A A F F 1 I
Slat LI L M L R R F
f." [ C C C I T 1)
1 | 2 2 3 4 1 Z 1
| Par | 0 1 0 1 o /| o - |- -
| Aszociate | I | I [ = I | (N I
| Untagged | E]\ r | n | - I | O r
=) | Dizcard Changes | Untaggingports

Figure 6-8 : Add VLAN Group webpage

To add a new entry to the VLAN table the VLAN ID has to be entered into the figld e w
VL AN firsto This value must be within a range from 1 to 4094.

After this, the Membership Ports have to be selected by setting the checkboxes in the
row namedid a s s o c i .dfttkeocheckbox is set, the port will be a member of that VLAN
group, if it is not set the port is not a member of the VLAN group.

The row namedn u nt a g gdetemmines if the \LAN tag shall be removed from the
Ethernet frame (means untagged) before it is sent on the destination port. If the
checkboxof a port is set the frames directed to this port will be untagged, if nothe
frames will routed unchanged

The VLAN group will i added to the VLAN table after thei S a v datton on the
webpage has been clicked. By clicking the Di scar d Chluttgne $he entered
information will be neglected
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6.5.2.4 Remove VLAN Group

Figure 6-9 shows thei Re mov e VL AN webpagewhich can be used to remove

existing VLAN groups from the VLAN table.

Remove VLAN Group

Back to 802.1q Settings

| 1. selecta VLAN ID |

chose VLAN ID i VLANID 1

YWLEAN D1
Remove
YLAN ID 101
: Back to 802.1q Settings

2. Confirm the removal

iw

Figure 6-9 : Remove VLAN Group webpage

The currently configured VLAN IDs can be selected viatiiec ho o s e

V L dropdoviono

menu. To remove a VLAN ID from the VLAN table select the VLAN ID in the dropdown

menu and click thefi R e mo button.
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6.5.2.5 Edit VLAN Group
Existing VLAN groups can be changed viathieEd i ML AN Gr webpage

Edit VLAN Group
Back to 802.1q Settings
1. Select the
chose VLANID [VLANID 1 [+]| VLAN ID
Edit VAN ID 1
VAN 1D 101
2. Confirm Back to 802.1q Settings

the select

Figure 6-10: Edit VLAN-group

First, the VLAN ID of the group that should be changed has to be selected from the
dropdown menu. After clicking the<Edit> -button the VLANgroup can be changed, as
described inchapter6.5.2.3

6.5.2.6 Show Existing VLAN Group

To show the existing VLAN groups choose theShow exi sti ng Vwabpager oupo
from the configuration menu page The existing VLANTable entries will be listed as
show in Figure 6-13.

Show VLAN Entry

Bacl to 802,10} Setlines

A A | A | A A | A F | F U I C

ot M | M M | M| M M|R|R P g P

VLAN ID ' i [ o (M [\ i T T o W ]

1 1 2 2 3 4 1 2 1 1 1
[P [0 [ 1L [0 [1 [0 [0 =
] |.i'|3=ufia'red| * | . | . | | | | * |
| Untagged | -+ | RN B N
[Aasscamd| + | | | |

100

| Untagged | | | | | | |-
(e | . . .
| Untagged | - | BN | - B

Baclk ta 802 10) Settings
Figure 6-11: Show existing VLAN group
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Switch ports marked with a dot are members of the VLAN group. Ports marked with
hyphen are not members of the group.

6.5.2.7 Set Port Default VLAN Tag

This page can be used to display and change default VLAN ID assignment to the switch
ports.

Port default VLAN IDs

Back to 802.10Q Settings

‘ Port D?fﬁll.lﬁ;'lr\N Priority
[ amcwo [ [[o=]
[ amcin [ [[os]
| amceo [ [[od
| amcen [ [[odd
| amcmo [ [[od
| amcao [ [[odd
| mra [ (e
| mre [ o=

| woce [ [[odd
| sweex [ [[odd
[eeur [ [[oE

Save | Discard Changes |

Figure 6-12 : Change Port Default VLAN ID

To assign a default VLAN ID to a certain pgeenter the VLAN ID to the columnrxDefault
VLAN ID> and press the button<save> to confirm a change.
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6.5.3 Text Based configuration
To configure the 8021Q VLAN protocol five configuration items of the texbased
configuration have to be used:

eth_802.1q_init Activation/Deactivation flag for 802.1Q VLAN mode
eth_802.1qg_Irn Hash key generation mode

eth_802.1g_m _cmPort Membership map of the VLAN group
eth_802.1g_u_cm Port Untagging map of the VLANrgup
eth_802.1q_tag Port default VLANTag

6.5.3.1 Activate/Deactivate 802.1Q VLAN

Description:

The <eth_802.1q_init > configuration item determines if the 802.1Q VLAN mode should
be activated or deactivated. If the configuration item is settd d e act i var the étem
is not presentat all, other configuration items relatedto this mode will be ignored.

Syntax:
eth_802.1q_init = FLAG

Parameter Description:

The parameters of the<eth_802.1q_init > configuration item are described inthe Table
8-8 pagell?7.

Example:
Activate 802.1Q VLAN mode:
eth_802.1q_init =1,
The upper configuration item activates 802.1Q VLAN mode.

6.5.3.2 Learn Mode

Description:

The <eth_802.1g_Irm > configuration item can be used to change the hash key
generation algorithm of the Ethernet switch.

Syntax:
eth_802.1q_Irn = FLAG
Parameter Description:

The Parameters of<eth_802.1g_Irn > config itemare described inthe Table 8-9 page
117.
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Example:
eth_802.1q_Irn =0;

The configuration item set the hash key generation algorithm for the MAC able entries
to the mode:

Use only the MAC - Address to generate the hash key

6.5.3.3 Add VLAN Group

Description:

The configuration items <eth_802.1q_m_cm > and <eth_802.1g_u_cm > can be used to
add a VLAN group to the VLANable.

eth_802.1g_m _cmz Port Membershp map
eth_802.1g_u_cm Z Port Untagging map

NOTE:If one of theconfiguration items of a VLAN group is missing, it will be substituted
by the default values as definedh Table8-10 and Table8-11.

Syntax:

Each of theconfiguration items has seven parameters. The first parametespecifies the
VLAN ID of theVLAN group. The other parameters specify the port maps for the VLAN

group.

eth_802.1g_m_cm
eth_802.1g_u_cm

VLANID, LIST_OF_ALI ASES
VLANID, LIST_OF_ALI ASES

Parameter Description:

The parameters of the<eth 802.1g_m_cm > and <eth_802.1q_u_cm > configuration
items are described inTable8-10 on pagel18 and Table8-11 on pagell8.

Syntax:

Add VLAN group with ID 3.

eth_802.1g_m_cm
eth_802.1q_u_cm

0003, AMC1/0, AMC2/0 , AMG/O
0003, AMC1/0, AMC2/0

The upper example shows the&onfiguration items for addingan entry assigned VLAN ID
<0003>. The entry dlows the forwarding of Ethernet packets with the VLANTag
containing VLAN ID<0003> to the all VLAN memberports AMC1/0, AMC2/0, AMC3/0(See
<eth_802.1q_m_cm >) and the removal of VLANTag on ports AMC1/0, AMC2/0 (see
<eth_802.1q_u_cm >) by transmitting .
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6.5.3.4 Set Port Default VLAN Tag
Description:

The configuration item <eth_802.1q_dflt > can be used to set the defaulWLAN ID and
default VLANPriority of a certain connection. Incoming frames that do not contain a
VLAN Tag will be tagged using these default values.

Syntax:
eth_802.1q_dflt = ALIAS, VLANID, PRI_1P

Parameter Description:

The Parameters of the<eth_802.1g_tag > configuration item are described inthe page
118.

Example:
Set default VLAN tag foAMC Port<AmMC1/0> using VLAN ID <1> and priority <7>.

eth_802.1q_tag = AMC1/0, 0001, 7

The upper configuration item set default VLAN tag forAMGPort <AMC1/0> using VLAN
ID <1> (seeVLANID) with the priority <0> (seePRI_1P for all incoming Ethernet frames
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6.6 802.1X Port-Based Security

IEEE 802.1X defines a potbased authentication protocol. It provides authentication of
devices attached to a switch port and supports authentication process for all frames
based on matching of source MAC address and VLAN ID of an incoming frame and
existing information at the MACtable of the switch.

In 802.1X also the source MAC addresmly can be used for authentication becausehe
IEEE standard does define this explicitly. Therefore, the decision about which
parameters to be useds left to the switch manufacturer. The Ethernet switch on the
baseboarduses for the authentication the MACaddress andthe VLAN ID while theXAUI
switch on the hub moduleonly uses the MAC address. The user interface takes care
about these differences and only offers the parameters needed ftine specific switch
device.

The 802.1X protocol can be activated on a per port basis. MAC addresses that should be
authenticated must be written into the MAC table of the switch.

6.6.1 CLI based Configuration

The 6802. 1 X no#fers the commands to manipulate lte settings of the 802.1s
security mode. To call the menu entetvianx_cfg > at the prompt.

6.6.1.1 Activate/Deactivate 802.1X Mode

The 802.1X protocol options can only be changed if the mode has been activated. This
can be done by choosing the menu itemact i v &80 & . iftom the submenu.

The 802.1X protocol can be deactivated by choosing the menu itemdeacti vat e
802. 1X0

NOTE The 802.1X feature can only operate if the 802.1Q feature is activated.

6.6.1.2 Set Frame Dropping Mode

The switch can be configured to route or p special frames such as Bridge Protocol
Data Units (BPDU) and Extensible Authentication Protocol over LAN (EAPOL) frames.
Two modes can be configured on the NAWICH related to these special frames:

e Drop frame if source MAC misses in the MAC table, arftetframe is not a IEEE
Standard802.1X special frame
e Drop frames that are not IEEE Standard 802.1X special frames

These modes can be set in thaet/read dropping mode> menu item.
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Mode: drop frames if MAC SA misses
Change to 'drop all frames without special frames'?
[0] -no;[1] -yes (RET=0/0x0):

When chosen the current mode setting is shown and the user is asked if the mode
should be chaaged. To change the mode enteti> -for 6 y e obenter <0>-foré n o. 6

6.6.1.3 Add 802.1X Entry

The authentication processfor every frame is based on matching of the source MAC
address and the VLAN ID of an incoming frame with an existing 802.1X entry in the
address table of the switch. To write such an 802.1X entry, select tharite 802.1X
entry> menu item.

First, the MACaddress has to be specified in the following format:

Enter MAC (XX XX XX XX XX:XX):
00:E0:4C:75:6B:DE

Thenthe VLAN ID has to be entere(depending on the switch device)
Enter VLAN ID: (RET=0/0x0): 0007

Finally, the switch port number has to be chosen to which the MAC address belongs:

Choose Port ID:
[

| AMCs Front Up_C ISw CPU |
| AMC 0000000000 OO O o0 O
| SLOTS 1122334455 12 1 1 1]
[ I
|AMC from: 0 1 0 1010101 . . . |
|PORTS to: .. ........ e
[ I
| PORT 0000000O0O01 11 1 1 1]
| ID 1234567890 12 3 4 5]
or [a] - for All ports

> (RET=0/0x0):

6.6.1.4 Delete 802.1X Entry

To delete an 802.1X entry from the address tablechoose the menu item
<delete  802. 1X entry> and enter the MAC address of the entry in the following format:

Enter MAC (XX:XX: XX XX XX:XX):
00:E0:4C:75:6B:DE

Then enter the VLAN ID:

Enter VLAN ID (1..4094): 0007

If the 802.1X entry was found it can be deleted:
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I

| MAC | VID |PRI|Age|Static| Ports |

I I
I

I

00:E0:4C:75:6B:DE | 0007 |O|O| 1 |Ox0002( ==—-m- )|

End of Search
Delete?
[1] -'no';[2] - 'yes' (RET=0/0x0):
Figure 6-13q, A@AiI D1 A T &£ I AT O EOAI ns$Al AOA ync¢8ps

Enter <2> to delete the 802.1X entry ok1> to cancel the operation.

6.6.1.5 Delete all Entries

This menu item can be used to delete all existing 802.1X entries. To delete all entries
enter <y>, to cancel the operation entexn>.

6.6.1.6 Show all 802.1X Entries

This menu item canbe used to show all 802.1X entries.

MAC  |VID |PRI|Static]  Port |

|
| 00:03:04:05:06:07 | 0100 0| 1 | AMC_01 (802.1X) |

End of Search
802.1X (RET=0/0x0):
Figure 6-14:exampleof OEA [ AT & EOAI n3Ei x All y¢yng8p8 AT C

6.6.1.7 Set 802.1X Ports

With this menu item, the 802.1X mode can be activated or deactivated for any port thie
NAT-MCH separately.

The mode can either be set for all ports at once or for one specific port.

| Set security function ports |

Choose switch port ID:

P
o] AMC SLOTS | Fr_PHY |Upd_C| ISw | CPU |
R|000000000111|00....]/0.|0..... [0..... |
T|123456789012|12....|1.]1..... [1..... |

I
I|/0000000000O12|21....|1.]2..... [2..... |
D|012345678901|23....|8.|0..... [6..... |
or [a] - for All ports

> (RET=a):

Figure 6-15 :exampleof OEA 1 AT O EOAI n3A0 yn¢g8p8 HI O0OOO

If the 802.1X mode should only be activated for one specific port, enter the number of
this port, otherwise enter <a> to set the mode for each used port:
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The security mode careither be enabled by entering<1> or disabled by entering<0>.

[0] - disable security function for this port
[1] - enable security function for this port

6.6.1.8 Show 802.1X Ports

With this menu item, the 802.1X states of all ports are shown.

802.1X Security Port Map |

I
|
| AMC SLOTS Fr_PHY Upd_C CPU |

| 00000 0000111 O O 0|
| 123456789012 1 1 1]

I

|

100000000000 O O 0]

I .
Figure 6-16 : example of theil AT & EOAI n3El x ¢yn¢g8p8 HI 0000

<0> indicates that the 802.1X mode is deactivated for that porg1> indicates that it is
activated.
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6.6.2 Web Based Configuration

To configure 802.1X protocol via the web interface, click thesg02.1x> link at the
navigation part ofthe browser window.

6.6.2.1 Activate/Deactivate 802.1X Mode

The 802.1X protocol can be activated and deactivated via the wefiteérface by clicking
the <Activate>  button (refer to Figure 6-17). The 802.1Q VLAN mode has to be enabled
before the 802.1X mode can be activated.

Configuration of the 802.1X protocol

Activate 802.1X Security

Activate

Figure 6-17 : Activate 802.1X

After the 802.1X protocol has been activatedhe configuration menu will be displayed
on the web page as shown ifigure 6-18.

Configuration of the 802.1X protocol

Switch on/off Ports for 802.1X secure functions
Show all 802.1X entries
Add a new 802.1X entry

Remove a 802.1X entry

e e e P e Edit a existing 802.1X entry

Deactivate |

Deactivate 802.1X security mode

| Deactivate ’

Figure 6-18 : 802.1X Menu

To deactivate the 802.1X protocol, press theDeactivate>  button on the bottom of the
webpage.
6.6.2.2 Set 802.1X Ports

To enable the security function on a certain port, choose thewitch  on/off ports for
security function> link as shown inFigure 6-18.
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Assign Ports to 802.1X Mode

Back to 802.1X Menu

A A A A A A F F U 1 ©
Slot M | M | M | M | M | M R R P S P
C C G C C C T T D W U
1 1 o) ) 3 4 1 2 1 1 1
| Pat 0 [ 1 [0 [ 1 [0 |0 | | | -] |
[ saes | DO (O[O |0 [0 [D0|[0 [0 D0 [0 ([®
Applhy | Discard |

Figure 6-19 : 802.1X secure ports

To enable the 802.1X function on a specific port the checkbox in the columro nlas to
be set for that port. The changes will be applied after pressing thesave> button or
discardedwhen pressing the<Discard Changes>  button.

6.6.2.3 Show all 802.1X Entries

To view all 802.1X related MAQable entries click on the<Show all 802.1X entries>

link in the configuration menu. The entries present in the MAable are displayed as
shown in Figure 6-20.

1GbE Show all 802.1x entries | 10GDE | shoy 211 802.1x entries
izl i 02 LTz Back to 802.1X Menu
| MAC Address [VLANID | Port | NIAC Adds [ Pom
| o 3 ofee | s s | o [ [emCan skl =
R B E | == | oo :fin cfez [ fd s | [swe e
(e e | o] | e | o :fiz il -5 [ ifs | | [ewicead
[ ho fz ke s e s | o1 |[wcen i el e g Tl i
o 17 cfee )33 44 55 10 AMCTA oo o4 22 |33 4 o ER ARG/ 4-7
oo [z ]ofee [ 1 faa [l | [
[ Joo s [fee :[s3 | Jaa s | | [0 [ [emcsno [ Too s |:fez |:[33 [ |5 | |[[amcear

Figure 6-20 : Show all 802.1X Entries

6.6.2.4 Add 802.1X Entry

To authenticate a station in theEthernet switch, its MAC addess has to be added to the
MAC tble. This can be done via theAdd a new 802.1X entry> webpage in the802.1X
configuration menu as shown inFigure 6-18.

There are three parameters that have to be set to add a new 802.1X entry to the MAC
table (refer to Figure 6-21). The MAC address (unicast address) of the station that
should be authenticated has to be entered in the rofi Mac Ad dr Aftesthat, the
VLAN ID of the VLAN group the station belongs to 8do be entered in the rowi VL AN
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I DoFinally the switch port, the station is connected to, has to be selected via the radio
buttons.

The entry will be added after pressing thecSave> button on the web page.

Add new 802.1X entry

Back to 802.1X Memm

‘ Additional

Information Value

‘ Function

| Ame | mm T
[ vavm | | [1.4093]

AMCLD
AMCL
| AMC2/0 \
[ amcm \
[ Amcsn \
[ Amcan \
[ Amcdn \
| AMC4/ \
[ Amcso \
| \
| \
| \
| \
| \
| \

ssociated
Ports

AMCS/1
FRT_1
FRT_2

UFDC_B

ISWC_BX

CPU_1

DD DD D20 0D DB

Figure 6-21 : Add new 802.1X Entry

6.6.2.5 Remove 802.1X Entry

To delete an802.1X entry via the web interface choose the menu itenxremove a
802.1X entry>  at 802.1X configuration menu as shown ifrigure 6-18.

Remove a 802.1X entry

Back to 802.1X Menu

| MAC Address [VLANID| Port | Delete
| oo s ez fm e s [ | [amcan | | _Delete |
| oo [ Rz cfa s [io | [amcin | | _Delete |
| oo :fia ez fm cJa i [[io | [aMcan | | _Delete |
| oo e ezl e s [ | [amczin | | _Delete |
| oo o7 ezl e s [ | [amcia | | _Detete |
| oo :f5 Rz 3 oifaa s o | [amcsn | | _Delete |
Delete all entries

Figure 6-22 : Remove 802.1X entry
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To delete one specific entry from the MA@able press the<Delete> button at the end of
the row of the table entry. To remove all 802.1X entries, press the buttoiDelete all
entr ies > button at the bottom of the welpage.
6.6.2.6 Edit 802.1X Entries
Already existing 802.1X entries can be changed via the<Edit existing 802.1V
entr ies> menu item.

Edit a 802.1X entry

Back to 802.1X Menn

| MAC Address |VLANID | Port | Edit
| oo cfis e P ifas o | o | [amc3n | | _Edit |
(R R e R | fe | e | e
(@ R B | e | | el
[ e R | fe | e | e
[ e R | fe | e | e
([ ] | o || | Leasl

Figure 6-23 : Edit 802.1X Entry

To change an 802.1X entry press theEdit> button in the table and update the
parametersas described inChapter 6.6.1.3
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6.6.3 Text Based Configuration

There are four types ofconfiguration items, which are used, to configure the 802.1X
mode:

eth_802.1X_ini i 802.1X activation/deactivation

eth_802.1X_dm i dropping mode

Fehler! Verweisquelle konnte nicht gefunden werden. i port map for 802.1X
ode

Fehler! Verweisquelle konnte nicht gefunden werden. I MAG Table entry for
02.1X mode

6.6.3.1 Activate/Deactivate 802.1X Mode
Description:

The <eth_802.1X_ini > configuration item determines if the 802.1X mode should be
activated or deactivated. If the configuration item is settéid e ac t i var the dtem is
not present at all, other configurationitems relatedto this mode will be ignored.

Syntax:
eth_802.1X_ini = FLAG
Parameter De scription:

The parameters of the<eth_802.1X_ini > configuration item are described inTable 8-17
on pagel2l.

Example:
eth_802.1X_ini =1;
The upper example activates the 802.1X Security mode.

6.6.3.2 Set Frame Dropping Mode
Description:

The <eth_802.1X_dm > configuration item can be used to determine which frames types
shall be dropped.

Syntax:
eth_802.1X_dm = FLAG
Parameter Description:

The parameters ofthe <eth_802.1X_dm > configuration item are described inTable 8-18
pagel2l.
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Example:
eth_802.1X_dm =0

The configuration item allows the dropping of Ethernet frams if the source MAC misses
in the MAC table and the frame is not an IEEE Standard 802.1X special frame.

6.6.3.3 Set 802.1X Ports

Description:

The 802.1X security mode can be activated at angonnection by means of the
<eth_802.1x_cm > configuration item.

Syntax:
eth_802.1x_cm  =LIST_OF_ALI ASES
Parameter Description:
The parameters of<eth_802.1x_cm > configuration item are described inTable8-19 page
122.

Example:
eth_802.1x_cm = AMC1/0, AMC2/0, AMC3/0, AMC4/0, AMC5/0

The example shows the actiating of 801.2X port security mode at theconnections
<AMC1/0>, <AMC2/0>, <AMC3/0>, <AMC4/0> and <AMC5/0>.

6.6.3.4 Add 802.1X Entry

Description:

This configuration can be used to add 802.1X entries to the MA&ble.

Syntax:
eth_mac_ent_con = MAC_ADDR VLANID, PRI_MTAB ALIAS
Parameter Description:
The parameters of <eth_mac_ent_con > configuration item are described inTable 8-14
pagel20.
Example:

Add 802.1X entry for MAC 00:40:42:22:33:44 with VLAN ID <100>, priority <0> on
port <AMC1/0>.

eth_mac_ent_con = 00:40:42:22:33:44, 0100, 00, AMC1/0
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6.7 Quality of Service

The Quality of Service (QoS) feature provides up to four internal queues per port to
support four different traffic priorities. These priorities can be set in such a way that
high priority traffic experiences less delay in the switch under congested condition tima
does low-priority traffic.

The switch can assign packets to one of the four egress transmit queues, according to
information in the IEEEStandard 802.1p. The priority of thetransmit queues raises with
the queue's number so that queue number O has the lowest priority and queue 3 has the
highest priority.

The IEEEStandard 802.1p feature is enabled on a potty-port basis. When using the
IEEEStandard 802.1p priority mechanism the incoming packet is examined for the
presence of a valid IEEBStandard 802.1p priority tag. If the tag is present, the packet is
assigned a remapped IEEBtandard 802.1p priority based on a priority ID mapping. The
priority ID from the IEEE Standard 82.1p priority tag can be mapped to one of four
transmit queues.

6.7.1 CLI Based Configuration

The 'Quality of service menu' offers the commands to manipulate the settings dhe
Quality of Service feature. To call the menu enteros_cfg > at the prompt.

6.7.1.1 ShowPri ority | D Mappingo
To show the priority mapping of a specific port enter the port number:

Choose Port ID:

I

| AMCs Front Up_C ISw CPU |
| AMC 0000O0OO0O0OO0O0OO OO O o0 0]

| SLOTS 1122334455 12 1 1 1|

I I
| AMC fom;0101010101 .. . . .|

|PORTS to: ... ....... .. . . N

I I
| PORT 0000O0 0oooo001 11 1 1 1]

| 1D 1234567890 12 3 4 5]

or [a] - for All ports
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The current priority mapping for this port will be shown.

Priority Mapping port: 1

pri_id: 0 tx_queue:
pri_id: 1 tx_queue:
pri_id: 2 tx_queue:
pri_id: 3 tx_queue:
pri_id: 4 tx_queue:
pri_id: 5 tx_queue:
pri_id: 6 tx_queue:
pri_id: 7 tx_queue: 3

WWWwwww

Figure 6-24 : Quality of Service priority mapping
6.7.1.2 Set Priority ID Mapping
To change the priority mapping of a specific port first enter the port number:

Choose switch port ID:
Choose Port ID:

I
| AMCs Front Up_C ISw CPU |

| AMC 000O0O0OO0O0O0OO0OO OO O o0 0]

| SLOTS 11223 34455 12 1 1 1]

I I

|AMC from:0101021202101 .. . . .|

|PORTS to: ... ....... . . . .

I I

| PORT 0000000001 11 1 1 1]

| ID 1234567890 12 3 4 5|
or [a] - for All ports

The current priority mapping for this port will be shown.

* *kkkkkkkk * *% * * *

Priority Mapping port: 1

pri_id: O tx_queue: 3

pri_id: 1 tx_queue: 3
pri_id: 2 tx_queue:
pri_id: 3 tx_queue:
pri_id: 4 tx_queue:
pri_id: 5 tx_queue:
pri_id: 6 tx_queue:
pri_id: 7 tx_queue:

WWwwWwwww

Now the priority ID of the IEEE 802.1p standard has to be entered:

Enter priority id(0 - 7): (RET=0/0x0): 1
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Finally the transmit queue number for this priority ID has to be chosen:

Enter TX Queue(0 - 3): (RET=0/0x0): 1
tx_queue: 1

After this the new priority mapping is printed:

Priority Mapping port: 1

pri_id: O tx_queue:
pri_id: 1 tx_queue:
pri_id: 2 tx_queue:
pri_id: 3 tx_queue:
pri_id: 4 tx_queue:
pri_id: 5 tx_queue:
pri_id: 6 tx_queue:
pri_id: 7 tx_queue:

WWWWwWwwr w

Note: The 802.1P mode has to be activated for a specific port in tH#82.1p submenu’

6.7.1.3 Set Default QoS Configuration

With this menu item, the current setting can be replaced by the default QoS
configuration.

[1] - Reset general QoS setting only
[2] - Resetgeneral all QoS setting
[a] - Qiut

In order to reset only general QoS settingenter <1>. In this case, all priority IDs for all
MCH ports will be remapped to transmission queue 0 (lowest priority).

To reset all QoS settings (also 802.1p setys) enter <2>. In this case, all priority IDs for
all MCH ports will be remapped to transmission queue 0 and the state of 802.1p ports
will be set to<o> (disabled state).
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6.7.2 Web Based Configuration

As the general Quality of Service options and the settingo support 802.1p have been
placed on one webpage, please refer to chaptér8.2for a detailed description.

6.7.3 Text Based Configuration

There is only oneconfiguration item to set the general Quality of Service options:
<eth_gos_cm > - set priority mapping

6.7.3.1 Set Priority ID Mapping

Description:

It is possible to configure a mapping between a VAN zPriority and internal transmit

gueue for a certain port. This can be done via thesth_gos_map > configuration item.

Syntax:
eth_gos_cm = ALIAS, PRI_1P, TX_QUEUE
Parameter Description:
The parameters of the<eth_gos_cm > configuration item are described inTable 8-20 on
pagel23.

Syntax:
eth_ qos_.cm = AMQ/0, 01, 03

The upper example accords the transmit queu8(TX_QUEUE to 802.1p priority 1 (see
PRI_1P) on the AMGPort <AMQ/ 0>.
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6.8 802.1p Quality of Service

6.8.1 CLI Based Configuration

This submenu offers the following commands to manipulate the parameters of the
802.1p mode. To call the menu entetqosip_cfg > at the prompt.

[ O] : no action (unsupported)
[ 1] : activate 802.1p mode

[ 2] : deactivate 802.1p mode
[3 ]:802.1p port
[?]:?:help

[h]: h: help

[ a] : g: quit submenu

6.8.1.1 Activate/Deactivate 802.1p Mode

The 802.1p configuration options can only be changed if the 802.1Q mode and the
802.1p mode have been activated. This can be done by choosing the metem
<activate 802.1p mode>

NOTE The 802.1p feature can only operate if the 802.1Q mode is activated.

If activating the 802.1p mode the user will be asked if the 802.1Q (if deactivated) should
also be activated.

802.1Q is deactivated. 802.1p need 802.1 Q activated.
Should the 802.1Q mode be deactivated?

The 802.1p mode can be deactivated by choosing the menu itemfeactivate 802.1p
mode>.

6.8.1.2 Set 802.1p Ports

This menu item can be used to activate or deactivate the 802.1p protocol on a per port
basis.

Enter the port number whose state should be changed:
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Choose Port ID:
I

| AMCs Front Up_C ISw CPU |
| AMC 0000000000 OO O 0 O]
| SLOTS 1122334455 12 1] 1 1]
I |
| AMC from: 0 1012010101 .. . . ]
|PORTS to: .. ........ o]
I I
| PORT 000O0OO0OOO 001 11 1 1 1]
| ID 1234567890 12 3 4 5]
or [a] - for All ports
> (RET=a):

Thenthe 802.1p state can be set teon> or <off> :

[0] - 802.1p off
[1] - 802.1pon
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6.8.2 Web Based Configuration

To call the Quality of Service wepage select the<go2.1p> link at the navigation part of
the browser window.

6.8.2.1 Activate/Deactivate 802.1p Mode

To activate the 802.1p mode click the Activate>  button on the 802.1p configuration
webpage. To deativate the mode use the<Deactivate>  button.

6.8.2.2 Set Priority ID Mapping

To configure the mapping between the VLANPriority and the TX-Queue for a port
follow the link <Switch on/off Ports and set priority ID mapping for 802.1p

QoS> on the configuration webpage. The current mapping will be shown on the page as
shown below.

Activate Ports for 802.1p function

A A A A ’T A A A A ’TTF [i] 1 ’T
o M M M M M M M M M M R R P s P
c c c C [ c c c c C T T D W U
1 1 2 2 3 3 1 1 E 5 1 2 1 1 1
Puri o [ 1 [0 1 [0 [ 1 o [v [ e [ [ [ |- - - |
0 0 0 A = = = = =
Apply Discard I
Set Priority Map for 802.1p function
A A A A A A A A A A F F U i C
o M M M M M M M M M M R R P 5 P
& & & c c & c & c c T T D w i
1 1 2 2 3 3 4 4 5 5 1 2 1 1 1
A'::::;J_’ 0 1 0 1 0 1 0 1 0 1 . . . .
eimo |[1[] | [0E | [V [0 [[3E (0% | [=E | O | |6 |0 | P ) P | A | [EE
rim1 |[1 | [0E | [V [0 [[3E [[0% | [3E | [0 [[vE= |6 [0 | 0 A 0=
rims [[TE] TOE] (VS [0 (55 (1o [T=E 1o [T (1o [Tosd [Tos [T [Tos (e
rims | [T | [05] | (= [0 | (2] [0 | (35T | [0 | [+ | (81 |[9E] | 05T | [0 |[eE |[o=
rims |[1[] | (0% |1 [0 [[2E [[0E | [=E | O ([ |6 |0 | P e | A | EE
[ w7 [H [[fH [H [P [FH [P [H [FH [[[E [[FH [FH [BE [0 [FE [
App\yl Discard

Figure 6-25 : Web based 802.1p Mapping

Before the priority ID mapping can be changed for a specific port the 802.1p mode has to
be activatedfor that port via the table on the top of the page. To activate the 802.1 mode
for a port set the checkbox for that port and press theApply> button.

The checkbox columns related to the port in the lower table will be activated and can be
used to assign the used TRueue for a specific priority. To confirm the changes press
the <Apply> button below the table.
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6.8.3 Text Based Configuration
There are twoconfiguration items available to configure the 802.1p mode.

eth_802.1p_ini Z Activate/Deactivate 802.1p mode
eth_802.1p_cm Z Set priority ID mapping

6.8.3.1 Activate/Deactivate 802.1p Mode

Description:

The eth_802.1p_ini configuration item can be used to activate the 802.1p mode. If this
configuration item is set tondeact i vaordfdthe item is not present in the
configuration file, all further configuration items related to 802.1p mode will be ignored.

Syntax:
eth_802.1p_ini = FLAG
Parameter Description:
The parameters of the<eth_802.1p_ini > configuration item are described inTable 8-22
on pagel?24.
Example:
Activate 802.1p mode.

eth_802.1p_ini =1
6.8.3.2 Set 802.1p Ports

Description:

The configuration item <eth_802.1p_cm > defines on which port(s) 802.1p mode is
activated.

Syntax:
eth_802.1p_cm = LIST_OF_ALIASES
Parameter Description:
The parameters of the<eth_802.1p_cm > configuration item are described inTable 8-23
on pagel24.

Example:
eth_802.1p_cm = AMC1/0, AMC2/0

The upper configuration item activates 802.1p priority at the ports<AMC1/0> and
<AMC2/0>.
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6.9 Port Mirroring

The Port Mirroring feature can be used to monitor the incoming (ingress) and/or
outgoing (egress) traffic for specific ports. The traffic of the monitored ports will be
directed to one switch port, the secalled mirror capture port.

Via socalled filtering rules it can be defined fi the traffic of a port shall be mirrored and
what kind of traffic will be mirrored in detail (ingress and/or egress) The mirror
filtering rules consist of two filtering masks:

e <Port Mask for Ingress Traffic >
e <Port Mask for Egress Traffic >

Both filtering masks can be configured via the following menus and via text based
configuration.

NOTE: The switch might not be able to forward all traffic to the mirror capture port if
the traffic on the mirrored ports is higher than the data rate of the capture port.

6.9.1 CLI Based Configuration

The 'Port Mirroring menu' offers the commands to manipulag the settings ofthe Port
Mirroring feature. To call the menu enter<mirr_cfg > at the prompt.

6.9.1.1 Activate/Deactivate Port Mirroring

The Port Mirroring options can only be changed if the mode has been activated. This can
be done by choosing the menu iterractivate port mirroring> . It can be deactivated
again by choosing the menu iteredeactivate port mirroring>
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6.9.1.2 Set Capture port

This menu item can be used to set the gener@brt Mirroring options.

First, a capture port IDhas to be specified:

Choose Port  ID:
I
| AMCs Front Up_C ISw CPU |
| AMC 0000000000 OO O 0 O]
| SLOTS 1122334455 12 1] 1 1]

I
[AMC from: 0101010101 .. . . .|

| PORTS to: . ... ...... |
I I
| PORT 0000000001 11 1 1 1]
| ID 1234567 890 12 3 4 5]
or [a] - for All ports

| >(RET=1/0x0): O

6.9.1.3 Set Default Configuration

With this menu item, the currentPort Mirroring settings can be replaced by the default
Port Mirroring configuration.

6.9.1.4 Set Monitored Ports (Ingress Traffic)

Theingressmirror rule defines the ports of which the ingress traffic will mirrored to the
capture port. The mirroring can either be set for all ports or for one specific port.

Choose Port ID:
[ I

| AMCs Front Up_C ISw CPU |

| AMC 0000000000 OO O 0 O]

| SLOTS 1122334455 12 1 1] 1]
I I
|AMC from: 0101010101 .. . . N

|PORTS to: ... ....... e

I I
| PORT 0000000002 11 1 1 1]

| ID 1234567890 12 3 4 5]

or [a] - forAll ports

> (RET=a):

If the state of the mirroring mode should only be changed for one specific port, enter the
port ID, otherwise enter <a> to set the mode for each used port. To enable the ingress
mirroring, enter <1> for the specific port, to disable mirroring enter<o>:

[0] - don't monitor this port
[1] - monitor this port
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6.9.1.5 Set Monitored Ports (Egress Traffic)

The egressmirror rule defines the ports of which the egress traffic will mirrored to the
capture port. The mirroring can either be set for all ports or for one specific port.

Choose Port ID:
[ I

| AMCs Front Up_C ISw CPU |
| AMC 0000000000 0O O o0 0]
| SLOTS 1122334455 12 1 1 1|
I I
|AMC from: 01010 1t0101 .. . . .|
|PORTS to: .. ........ e
I I
| PORT 00000000012 11 1 1 1]
| 1D 1234567890 12 3 4 5]
or [a] - for All ports
> (RET=a):

If the state of the mirroring mode should only be changed for one specific port, enter the
port ID, otherwise enter <a> to set the mode for each used port. To enable the egress
mirroring, enter <1> for a specific port, to disable mirroring enter<o>:

[0] - don't monitor this port
[1] - monitor this port
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6.9.1.6 Show Port Mirroring Configuration

If Port Mirroring mode has been activated, the current configuration can be shown via

the <show port mirroring configuration> menu item:
Mirroring mode:................. enabled
Capture port ID:........cccc..... FRT_1

Receive ports that are monitored
[0] - not monitored, [1] - monitored

Ingress Mirror Port Map |

AMC S Front Up_C ISw CPU |
| AMC 000O0O0OO0OO0O0OO0OO OO O 0 0]
| SLOTS 1122334455 12 1 1 1|
I I
|AMC from:01010210101 .. . . .|
|PORTS to: .. ........ e

I
| 0 000O0OOUOU OGO OO 0 1 0 0 0]
I

Transmit ports that are monitored
[0] - not monitored, [1] - monitored

I
| Egress Mirror Port Map |

I I
| AMC s Front Up_C ISw CPU |

| AMC 0000000000 OO O O 0]

| SLOTS 1122334455 12 1 1 1]

I I
|AMC from;010102101201 .. . . |

|PORTS to: .. ........ ]

| e et |
0000000000 OO O O 0]
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6.9.2 Web Based Configuration

To call thePort Mirroring web page select the<pPor t Mirroring> link at the navigation
part of the browser window.

6.9.2.1 Activate/Deactivate Port Mirroring Mode

To activate thePort Mirroring mode click the <activate>  button on the Port Mirroring
configuration web page. To deactivate the mode use th@®eactivate > button on the
web page.

6.9.2.2 Set Ingress and Egress Port Mirroring

If the Port Mirroring mode has been enabled, the following form will be shownKigure
6-26). To configure the functionality, the capture port has to be definedt can be
selected by the <apture port > drop down menu. The shortcuts of the port names are
described in chapter3.

To enable/disable themirroring on the certain port(s) use the according checkboxes.
The row of the checkboxes defines the mirroring type. Thelrgress > row defines the
mirroring of the inbound traffic; the <Egress > row controls the outbound traffic. To
confirm the settings press the button<Apply > or <Discard > to cancel.

Port Mirroring Configuration

|AMCE;E| 'I Capture port

A A A A A A A A A [ A F F U I C
. M | M | M | M | M| M|M M| M M|R | R P s P
P C @ @ @ @ & C @ @ @ T T D | W | U
1 1 2 2 | 3 | 3 4 4 5 s 1 2 1 1 1
[Pt [0 [0 [0 [1 [o [1 [o [1 [0 [1 [- - -1 - o
| Dgress [ F [ O [P [T r r r r r = r O r - r
| Egess | @ | O &2 r [ r C O r [ r O m = r
Applyl Discardl

Figure 6-26: Port-Mirroring settings over web interface

The upper example Figure 6-26) provides the mirroring of inbound traffic on the ports
<AMC_P und <AMC_2-.
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6.9.3 Text Based Configuration

There are fourconfiguration items available to configurePort Mirroring mode.

eth_mirr_ini Z Activate/Deactivate Port Mirroring
eth_mirr_capt Z General settings ofort Mirroring
eth_mirr_icm Z Ingress traffic mirroring rule
eth_mirr_ecm Z Egress traffic mirroring rule

6.9.3.1 Activate/Deactivate Port Mirroring
Description:

The eth_mirr_ini configuration item can be used to activate th@ort Mirroring feature.

If this configuration item is set tondeact i v or & the item is not present in the
configuration file, all further configuration items related to Port Mirroring will be

ignored.

Syntax:
eth_mirr_ini = FLAG
Parameter Description:
The parameters of the<eth_mirr_ini > configuration item are described inTable 8-24
on pagel25.
Example:
Activate port mirroring:

eth_mirr_ini =1

6.9.3.2 Set Capture port

Description :

The configuration item <eth_mirr_capt > can be used to specify the mirroring capture
port and if non-mirror traffic to this port shall be allowed.

Syntax:
eth_mirr_capt = PORT_CPT
Parameter Description:

The parameters of the<eth_mirr_capt > configuration item are described inTable 8-25
on pagel25.

Example:
eth_mirr_capt =FRT_1

The example showsa configuration item that sets the portFRT_1 as a capture port.
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6.9.3.3 Set Monitored Ports (Ingress Traffic)
Description :

The <eth_mirr_icm > configuration item can be used to set the ingressirroring rule.

Syntax:
eth_mirr_icm = LIST_OF_ALI ASES
Parameter Description:
The parameters of<eth_mirr_icm > configuration item are described inTable 8-26 page
125.

Example:
eth_mirr_icm = AMC2/0, AMC3/0

The upper configuration item allows the mirroring of ingress traffic at the ports
<AMQ/0> and <AMCZ20> .

6.9.3.4 Set Monitored Ports (Egress Traffic)

Description :

The <eth_mirr_ecm > configuration item can be used to set thegressmirroring rule.

Syntax:
eth_mirr_ecm = LIST_OF_ALI ASES

Parameter Description:

The parameters of the<eth_mirr_ecm > configuration item are described inTable 8-27
on pagel26.

Syntax:

eth_mirr_ecm = AMC12/0
The upper configuration item allows the mirroring of egress traffic at the port
<AMC120 >.
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6.10Jumbo Frame Forwarding

The Ethernet switches can receive and transmit Ethernet frames of extended length on
ports linked on 1 Ggabit and 10 Ggabit speed. Referred to asumbo Frames, these
packetsmay be longerthan 1518 byte (when untagged) Themaximum supportedframe
sizeranges from 9kB to 168 andcan bedifferent depending on the switch device type.
This feature can be enabled oeachport individually .

NOTE Jumbo frames onsume larger blocks of Gigabitwitch buffer memory. Thus it is
strongly recommended, to set a porto Jumbo enable modeonly if necessary and- to
ensure system performancez not to enable more than two pors of the Gigabit switch
simultaneoudy.

6.10.1 CLI Based Configuration

6.10.1.1 Activate/Deactivate Jumbo Frame Forwarding Mode

The Jumbo Frames Forwarding options can only be changedf the mode has been
activated. This can be done by choosing the menu iteractivate jumbo mode> . The
Jumbo Frame Forwarding can be deactivated again by choosing the menu item
<deactivate jumbo mode>

6.10.1.2 Set Jumbo Ports

The Jumbo Frame Forwarding mode can eiher be set for all ports or for one specific
port.

Choose Port ID:

I

| AMCs Front Up_C ISw CPU |

| AMC 000O00O 00000 0O O O O]
| SLOTS 1122334455 12 1 1 1|

I I
|[AMC from: 0101010101 e

|PORTS to: .. ........ ]

I I
| PORT oooo0000O0OO0O1 11 1 1 1]
| ID 1234567890 12 3 4 5]

or [a] - for All ports

> (RET=a):

If the state of theJumbo Frame Forwardingmode shall only be changed for one specific
port, enter the port ID, otherwise enter<a> to set the mode for each used portAs
different switches support different Jumbo sizes, the information about possible options
is given as follows:
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The switch  supports the following
JUMBO frame sizes :

Size | Size ID

50A &d 60 01 OAO
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